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Cortex XSIAM: Security Operations, Integration and Automation
(XSIAM-SOIA)

ID XSIAM-SOIA Prix sur demande Durée 3 jours

A qui s'adresse cette formation ¢ 8- Attack Surface Management
* 9 - Ul Customizations

SOC/CERT/CSIRT/XSIAM engineers and managers, MSSPs and

service delivery partners/system integrators, internal and external

professional-services consultants and sales engineers, SIEM and

automation engineers.

Cette formation prépare a la/aux certifications

Palo Alto Networks Certified XSIAM Engineer (PXSIAME)
Pré-requis

Participants should have a foundational understanding of
cybersecurity principles and experience with network and endpoint
security fundamentals.

Objectifs

The course is designed to enable cybersecurity professionals,
particularly those in SOC/CERT/CSIRT and engineering roles, to
use XSIAM. The course reviews XSIAM intricacies, from
fundamental components to advanced strategies and techniques,
including skills needed to configure security integrations, develop
automation workflows, manage indicators, and optimize
dashboards for enhanced security operations.

Contenu

Course Modules

¢ 0 - Course Overview

¢ 1 - Overview of Cortex XSIAM
e 2 - Software Components

e 3-XQL

e 4 - Detection Engineering

¢ 5 - Integrations

* 6 - Automation

e 7 - Threat Intel Management
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch

Page 2/2


http://www.tcpdf.org

