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A qui s'adresse cette formation

All members of the project team, including security teams,
architects, project managers, developers, administrators, and
operations personnel.

Pré-requis

To be successful in this course, you should have the following
prerequisites or knowledge: 

A basic understanding of the concept of Access
Management.
An understanding of NetIQ eDirectory, NetIQ Identity
Manager and Linux.
A familiarity with basic web services, HTTP Requests and
Responses, HTML tags, and serverside dynamic content
(JSP, ASP or similar) and having familiarity with php, or
JavaScript, or ECMAscript, or RESTful scripting is
requested.

Objectifs

On completion of this course, participants should be able to: 

Identify the Access Manager Solution
Describe the difference between appliance and component
installations
Build and configure a Reverse Proxy
Know how to configure SSL for a selfsigned environment
Understand Risk Management
Create and utilize Classes, Methods, and Contracts and
how to use them in policy and in proxies.
Create and utilize role-based decision making

Contenu

Chapter 1: Install Console and Identity Server 

Access Manager Concepts
Planning Access Manager
Installing Access Manager

Configuring the Administrative Console
Additional Adjustments
Troubleshooting Installation Issues

Chapter 2: Configuring Access Gateway Service 

Connecting the IDP to the IDM Server
NAM Clusters
Access Gateway Configuration
Advanced File Configurator
Adding Additional Administrators

Chapter 3: Rewriting Web Code 

Rewriting Web Content
Validating Web Content
Pin List and Other Options

Chapter 4: Configuring Reverse Proxies 

Configuring Network settings to Support Multiple Web Sites
Web Acceleration
Proxy Logging
Proxy Logic
Creating Additional Power Users

Chapter 5: Enable and Protect NAM Web Sites 

What is SSL
SSL Mechanics
Enabling SSL inside Proxies
Enable and Protect NAM Web Sites with SSL Certs

Chapter 6: Authentication 

Authentication Framework
Authenticating to a Site
Classes, Methods, and Contracts

Chapter 7: Configuring Domain and Multi Homing 

Preparing for Multi-Homing
Configuring Multi-Homing
Web Server Acceleration
Proxy Options
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Proxy Configurations

Chapter 8. Mitigating Risk 

Policy Introduction
Risk Policy Creation
How Does Risk Work?
Integration

Chapter 9: Modifying the Portal Interface 

Customizing the Identity Server Pages
Customizing the Identity Server Messages
Customizing the Access Gateway Error Messages
Customizing the Access Gateway Logout Requests

Chapter 10: Using Appmarks and Enabling Mobile 

Understanding the Web Access Portal
Configuring Mobile Access

Chapter 11: Applications Configuration Using Roles 

Policy Review
Access Manager Roles
Access Manager Authorization
How Does it Work (Business Case)
Policy Troubleshooting Tools
Troubleshooting Steps

Chapter 12: Advanced Applications Configuration 

Identity Injection Overview
Basic and Custom Header Options
Form Fill Options
Form Fill Shared Secrets
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