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A qui s'adresse cette formation

This course is targeted at people who want to implement an end-to-
end entitlement management solution based on the principles of
Zero Trust. Students should have experience with Azure and
experience in the creation of identities and granting those identities
access to resources.

Pré-requis

e Basic Azure administration knowledge.
¢ Ability to create users and groups using Microsoft Entra.

Contenu

Plan and implement entitlement management

e Introduction

¢ Define access packages

¢ Exercise create and manage a resource catalog with
Microsoft Entra entittement management

e Configure entitlement management

¢ Exercise add terms of use acceptance report

¢ Exercise manage the lifecycle of external users with
Microsoft Entra identity governance

¢ Configure and manage connected organizations

¢ Review per-user entitlements

e Module assessment

e Summary and resources

Plan, implement, and manage access review

e Introduction

¢ Plan for access reviews

¢ Create access reviews for groups and apps

e Create and configure access reviews programmatically
¢ Monitor access review findings

¢ Automate access review management tasks

e Configure recurring access reviews

¢ Explore the Access Review Agent in Microsoft Entra

¢ Module assessment

e Summary and resources

Monitor and maintain Microsoft Entra ID

Introduction

Analyze and investigate sign-in logs to troubleshoot access
issues

Review and monitor Microsoft Entra audit logs

Exercise connect data from Microsoft Entra ID to Microsoft
Sentinel

Export logs to third-party security information and event
management system

Analyze Microsoft Entra workbooks and reporting

Monitor security posture with Identity Secure Score
Module assessment

Summary and resources

Plan and implement privileged access

Introduction

Define a privileged access strategy for administrative users
Configure Privileged Identity Management for Azure
resources

Exercise configure Privileged Identity Management for
Microsoft Entra roles

Exercise assign Microsoft Entra roles in Privileged Identity
Management

Exercise assign Azure resource roles in Privileged ldentity
Management

Plan and configure Privileged Access Groups

Analyze Privileged Identity Management audit history and
reports

Create and manage emergency access accounts

Module assessment

Summary and resources
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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