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A qui s'adresse cette formation

This course is targeted to security professionals interested in
getting started with Microsoft Security Copilot, including security
analysts, security admins, and SOC managers. The person taking
this course is looking to familiarize themselves with the
functionality of Microsoft Security Copilot in both the standalone
and embedded experiences. They should have working
knowledge of security operations and incident response,
experience with Microsoft security products and services, and is
interested in learning how Microsoft Security Copilot, an Al-
powered security analysis tool, can help them process security
signals and respond to threats more quickly.

Pré-requis

¢ Working knowledge of security operations and incident
response

e Working knowledge of Microsoft security products and
services

Contenu

Introduction to generative Al and agents

e Introduction

e Large language models (LLMs)
e Prompts

¢ Al agents

e Exercise - Explore generative Al
* Module assessment

e Summary

Describe Microsoft Security Copilot

e Introduction

¢ Get acquainted with Microsoft Security Copilot

¢ Describe Microsoft Security Copilot terminology

¢ Describe how Microsoft Security Copilot processes prompt
requests

¢ Describe the elements of an effective prompt

e Describe how to enable Microsoft Security Copilot
e Module assessment
e Summary and resources

Describe the core features of Microsoft Security Copilot

e Introduction

¢ Describe the features available in the standalone
experience of Microsoft Security Copilot

¢ Describe the features available in a session of the
standalone experience

¢ Describe workspaces

¢ Describe Security Copilot plugins

e Describe custom promptbooks

e Describe knowledge base connections

¢ Module assessment

e Summary and resources

Describe the embedded experiences of Microsoft Security
Copilot

e Introduction

e Describe Copilot in Microsoft Defender XDR
e Copilot in Microsoft Purview

e Copilot in Microsoft Entra

e Copilot in Microsoft Intune

e Copilot in Microsoft Defender for Cloud

* Module assessment

e Summary and resources

Describe Microsoft Security Copilot agents

e Introduction

¢ Describe Microsoft Security Copilot agents

¢ Understand agent identities and permissions

e Describe the Security Copilot agents in Microsoft Entra

¢ Describe the Security Copilot agents in Microsoft Defender

e Describe the Security Copilot agents in Microsoft Purview

¢ Describe the Security Copilot agents in Microsoft Intune

e Describe the agents in the Security Copilot standalone
experience

¢ Build your own agents

* Module assessment

e Summary and resources
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Experience Security Copilot through guided simulations

e Introduction

e Explore owner settings in Security Copilot

e Use prompts and promptbooks in Security Copilot

¢ Create a custom promptbook in Security Copilot

¢ Investigate data protection activity in Microsoft Purview

¢ Investigate insider risks and compliance in Microsoft
Purview

¢ Investigate security incidents in Microsoft Defender XDR

e Explore and create an agent in Security Copilot

e Explore the Conditional Access Optimization Agent

e Module assessment

e Summary
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Centres de formation dans le monde entier
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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