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Cortex XDR: Prevention and Deployment (EDU-260)

ID EDU-260 Price CHF 2,730.—excl. VAT) Duration 3 days

Who should attend

¢ Cybersecurity Analysts
¢ Cybersecurity Engineers
e Security Operations Specialists

This course is part of the following Certifications

Palo Alto Networks Certified Detection and Remediation
Analyst (PCDRA)

Prerequisites

Participants must be familiar with enterprise product deployment,
networking, and security concepts

Course Objectives

Successful completion of this instructor-led course with hands-on
lab activities should enable you to:

¢ Describe the architecture and components of the Cortex
XDR family

¢ Use the Cortex XDR management console, including
reporting

¢ Create Cortex XDR agent installation packages, endpoint
groups, and policies

¢ Deploy Cortex XDR agents on endpoints

¢ Create and manage Exploit and Malware Prevention
profiles

e Investigate alerts and prioritize them using starring and
exclusion policies

¢ Tune Security profiles using Cortex XDR exceptions

¢ Perform and track response actions in the Action Center

¢ Perform basic troubleshooting related to Cortex XDR
agents

¢ Deploy a Broker VM and activate the Local Agents Settings
applet

e Understand Cortex XDR deployment concepts and
activation requirements

¢ Work with the Customer Support Portal and Cortex XDR
Gateway for authentication and authorization
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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