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Who should attend

System Administrators and System Integrators

Prerequisites

Basic knowledge of two-factor authentication

Course Objectives

On completion of this course, participants should be able to:

e Describe the features of Advanced Authentication
¢ |nstall Advanced Authentication

¢ Configure Advanced Authentication

¢ Configure Risk

¢ |nstall the Clients

¢ Configure the HelpDesk module

¢ Configure integrations

¢ Maintain Advanced Authentication

Course Content

Chapter 1: Introduction

e How Is Advanced Authentication Better Than Other
Solutions?

e Key Features

Advanced Authentication Server Components

e Architecture

e Terminologies

Chapter 2: Installing and Completing Post Installation
Configuration

e Setup a virtual machine

Install the appliance

e Configure a cluster

e Register additional sites and DB and Web servers
e Log in to the NetlQ Administration Portal

¢ Add a repository

Chapter 3: Configuring Advanced Authentication

Discuss Methods

Discuss the Chains options
Discuss the Events options
Describe the Policies

List the Server Options
Test user enrollments

Add multi-factor

Skip the second factor
Sharing authenticators

Chapter 4: Installing and Configuring Advanced
Authentication Clients and Plugins

Install and configure Windows and Linux Client.
Understand and Support Assisted logon.
Understand CLE Support Fir Windows clients.
Learn about various plugins such as RDP, IIS
Authentication, etc

Chapter 5: Exploring the HelpDesk Module

Manage authenticators

Share authenticators

Unlock users

Search for a card holder&rsquo;s information
Manage tokens

Manage endpoints

Monitor a user's authentication activity

Chapter 6: Configuring Integrations

Configuring Integration with SSPR
Configuring Integration with NAM
Configuring Integration with Sentinel

Chapter 7: Configuring Risk Settings

Configuring Risk Service
Understanding How Risk Service Works through Scenarios

Chapter 8: Maintaining Advanced Authentication

Logging

Disaster Recovery

Reporting

Searching a Card Holder's Information
Troubleshooting
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80
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