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Who should attend

This course in intended for students who want to understand and
implement advanced security practices with the help of GitHub
Advanced Security (GHAS). They will learn how to significantly
enhance software development processes and create a more
resilient and secure development ecosystem using developer-first
solutions to unlock the ability to keep code, supply chain, and
secrets secure before you push to production. They will learn how
GHAS gives security teams visibility into the cross-organizational
security posture and supply chain and unparalleled access to
curated security intelligence from millions of developers and
security researchers around the world.

Course Content

e Introduction to GitHub Advanced Security

¢ Configure Dependabot security updates on your GitHub
repo

e Configure and use secret scanning in your GitHub
repository

e Configure code scanning on GitHub

e |dentify security vulnerabilities in your codebase by using
CodeQL

e Code scanning with GitHub CodeQL

¢ GitHub administration for GitHub Advanced Security

e Manage sensitive data and security policies within GitHub
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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