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Junos Space - Security Director (JS-SD)

ID JS-SD Price CHF 2,100.—excl. VAT) Duration 2 days

Who should attend

Individuals responsible for managing security configurations on
Juniper next-generation firewalls using the Security Director
application

Prerequisites

¢ Basic networking knowledge

e Understanding of the OSI reference model and the TCP/IP
protocol suite

¢ Understanding of the session-based L4-L7 firewall
concepts

¢ Basic Junos operating system (OS) knowledge including
device management, routing, and security policy

e Completion of the Junos Space Essentials (JSE) course, or
equivalent experience; and

e Completion of the Juniper Security (JSEC) course, or
equivalent experience

Course Objectives

After successfully completing this course, you should be able to:

¢ Describe the Junos Security Director product and its basic
functionality.

¢ Describe and implement the Security Director firewall
policies.

e Demonstrate deploying VPNSs.

e Implement NAT policies.

¢ Deploy and manage IPS, UTM, SSL Proxy, and Secure
Web policies with Security Director.

¢ Explain the logging, reporting, and alerting options in
Security Director.

¢ Describe the features and use cases for Security Director
Cloud.

Course Content

e Course Introduction

e Introduction to Security Director

e Security Director Firewall Policies
¢ Deploying VPNs

Deploying NAT Policies

IPS, UTM, SSL Proxy, and Secure Web Proxy
Monitoring and Reporting

Security Director Cloud
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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