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FortiRecon Analyst (FORTIRECON)

ID FORTIRECON Price on request Duration 1 day

This training is provided by our partner Fortinet.

Who should attend

Security professionals involved in threat analysis and ASM using
FortiRecon should attend this course.

This course is part of the following Certifications

NSE 6 Certified: Security Operations (NSE6SO)

Prerequisites

You must have a basic understanding of network security and
security operation center (SOC) concepts.

Course Objectives

After completing this course, you should be able to:

¢ Describe how to identify the attack surface

¢ Differentiate between the surface web, deep web, and dark
web

¢ Describe the MITRE ATT&CK Matrix and Cyber Kill Chain
for Enterprise

¢ Describe FortiRecon use cases

¢ Describe the FortiRecon license and initial access

¢ Describe the FortiRecon provisioning form and seed data

e |dentify FortiRecon managed security service provider
(MSSP) onboarding and prerequisites

¢ Describe the FortiRecon overview page, digital risk posture,
and ASM

e |dentify FortiRecon exposed services and technologies

¢ Describe FortiRecon BP and ACI components

¢ Describe FortiRecon reports, objectives, and data

¢ Describe automation and FortiRecon Security
Orchestration

e Create and run playbooks

e Explore APIs and examples
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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