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This training is provided by our partner Fortinet. header inspection, spam outbreak, heuristics, and the
FortiGuard Antispam service

Eliminate spear phishing and zero-day viruses

Integrate FortiMail with FortiSandbox for advanced threat
protection (ATP)

Prevent accidental or intentional leaks of confidential and
regulated data

¢ Archive email for compliance

Deploy high availability (HA) and redundant infrastructure
for maximum uptime of mission-critical email

Diagnose common issues related to email and FortiMail

Who should attend

Security professionals involved in the management, configuration,
administration, and monitoring of FortiMail in small to enterprise
deployments should attend this course.

This course is part of the following Certifications

Fortinet Certified Solution Specialist Cloud Security (FCSSPCS) Note: This course covers gateway and server mode in depth. This
course also covers transparent mode, however, if you require a
Prerequisites course on the use of transparent mode in carrier environments,

you should order customized training.
You must have an understanding of the topics covered in FortiGate

Administrator (FGT-ADM), or have equivalent experience.

It is also recommended that you have an understanding of the
following topics:

e SMTP

¢ PKI
SSL/TLS
e LDAP

Course Objectives

After completing this course, you should be able to:

¢ Position FortiMail in an existing or new email infrastructure
using any of the flexible deployment modes

¢ Understand the system architecture of FortiMail: how email
flows through its modules; how it applies intelligent routing
and policies to email; and how it can protect the priceless
reputation of your message transfer agent (MTA)

e Use your existing LDAP server to manage and authenticate
users

e Secure email transmission using best-in-class technologies
such as SMTPS, SMTP over TLS, and Identity Based
Encryption

¢ Throttle client connections to block MTA abuse

¢ Block spam using sophisticated techniques such as deep
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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