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FortiAuthenticator Administrator (FORT-AUTHENTICATOR)

ID FORT-AUTHENTICATOR Price on request Duration 3 days

Who should attend

Anyone who is responsible for the day-to-day management of
FortiAuthenticator should attend this course.

Prerequisites

You must have an understanding of the topics covered in FortiGate
Security (FORT-SECI) and FortiGate Infrastructure (FORT-INFRA)
, Or have equivalent experience.

It is also recommended that you have an understanding of
authentication, authorization, and accounting (AAA).

Course Objectives

After completing this course, you will be able to:

¢ Deploy and configure FortiAuthenticator

e Configure the LDAP and RADIUS services

¢ Configure the self-service portal

¢ Configure FortiAuthenticator and FortiGate for two-factor
authentication

¢ Provision FortiToken hardware / mobile software tokens

¢ Configure FortiAuthenticator as a logon event collector
using the FSSO communication framework

e Configure portal services for guest and local user
management

¢ Configure FortiAuthenticator for wired and wireless 802.1x
authentication, MAC-based authentication, and machine-
based authentication using supported EAP methods

¢ Troubleshoot authentication failures

e Manage digital certificates (root CA, sub-CA, user, and
local services digital certificates)

e Configure FortiAuthenticator as a SCEP server for CRLs
and CSRs

¢ Configure FortiAuthenticator to provide OAuth services

¢ Configure FortiAuthenticator as a SAML identity provider
and service provider

¢ Monitor and troubleshoot SAML

¢ Configure FIDO for passwordless authentication
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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