=Fast Lane

EC-Council Certified Cloud Security Engineer (CCSE)

ID CCSE Price CHF 4,950.—(excl. VAT) Duration 5 days

Who should attend ¢ Cloud forensics and challenges
¢ Disaster recovery and business continuity for cloud
¢ Network Security Administrator environments
¢ Network Security Engineer ¢ Vendor specific Cloud standards, compliance, policies, and
¢ Network Defender legal issues

¢ Network Security Analyst
e Cybersecurity Engineer
e Cybersecurity Analyst

e Cloud Administrator

e Cloud Engineer

¢ Cloud Analyst

Prerequisites

To be eligible to challenge the EC-Council C|CSE certification
examination, candidate should:

¢ Should have knowledge in network security management
¢ Understanding of cloud computing concepts
¢ Knowledge of cybersecurity concepts

Career Progression to Cloud Security, you need to obtain following
certifications:

e EC-Council Certified Security Specialist
¢ Certified Network Defender

Course Objectives

This course equips professionals in the following areas of cloud
security:

¢ Fundamental cloud security concepts including 1AM,
encryption, key management, and password management

¢ The shared security responsibility models, features, and
control evaluation of cloud service providers

e Security management of the cloud platform (PaaS),
infrastructure (laaS), and software (SaaS) platforms

¢ Cloud data security

¢ Cloud operation security, i.e., monitoring the security of the
cloud

¢ Cloud penetration testing, its scope, and legal permissions

¢ Incident detection and response in cloud environment
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EC-Council Certified Cloud Security Engineer (CCSE)

Training Centres worldwide
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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