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NetScaler ADC 14.x Advanced Features (Security and

Management) (NS-301)

ID NS-301 Price CHF 4,400.—excl. VAT) Duration 5 days

Who should attend

For administrators or engineers

This course is part of the following Certifications

Citrix Certified Professional - App Delivery and Security (CCP -
APPDS)

Prerequisites

Strong foundational knowledge of NetScaler ADC administration
and traffic management

Recommended Training:

e Deploy and Manage Citrix ADC 13.x with Traffic
Management (CNS-225)

e Deploy and Manage Citrix ADC 13.x with Citrix Gateway
(CNS-227)

Course Objectives

e Configure NetScaler Web Application Firewall including
policies, profiles, signatures and error pages

¢ Mitigate various types of attacks using the NetScaler Web
Application Firewall

¢ Utilize additional security features of the NetScaler such as
Bot Management, Rate Limiting, HTTP Callout, IP
Reputation, and AppQoE.

e Deploy AAA for Application Traffic and nFactor to control
access to resources behind the NetScaler.

¢ Use NetScaler console to monitor and manage a NetScaler
environment

Course Content

e Introduction to WAF

e WAF Profiles, Policies, Monitoring
¢ Implementing Protections

¢ Advanced Security Features

Security and Filtering

Introduction to AAA and nFactor Overview

nFactor Use Cases

AAA Customizations

Intro to NetScaler Console

Managing and Monitoring NetScaler Console
Managing Apps and Configs using NetScaler Console
Tuning and Performance Optimizations
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Training Centres worldwide
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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