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Who should attend

Network security engineers
Network security architects
ISE administrators
Senior Security Operations Center (SOC) personnel
responsible for Incidence Response
Cisco integrators and partners

This course is part of the following Certifications

Cisco Certified Network Professional Security (CCNP SECURITY)

Prerequisites

To fully benefit from this course, you should have the following
knowledge:

Familiarity with the Cisco IOS® Software Command-Line
Interface (CLI) for wired and wireless devices
Familiarity with Cisco AnyConnect® Secure Mobility Client
Familiarity with Microsoft Windows operating systems
Familiarity with 802.1X

Recommended Cisco offerings that may help you meet these
prerequisites: 

Cisco CCNP Security Certification training
Implementing and Operating Cisco Security Core
Technologies (SCOR)
Securing Your Email with Cisco IronPort C-Series 
(SESA)
Securing the Web with Cisco Web Security
Appliance (SWSA)
Implementing Secure Solutions with Virtual Private
Networks (SVPN)
Implementing Automation for Cisco Security
Solutions (SAUI)

Course Objectives

After taking this course, you should be able to:

Describe the Cisco Identity Services Engine (ISE)
Explain Cisco ISE deployment
Describe Cisco ISE policy enforcement components
Describe Cisco ISE policy configuration
Troubleshoot Cisco ISE policy and third-party Network
Access Device (NAD) support
Configure guest access
Configure hotspots and guest portals
Describe the Cisco ISE profiler services
Describe profiling best practices and reporting
Configure a Cisco ISE BYOD solution
Configure endpoint compliance
Configure client posture services
Configure Cisco ISE device administration
Describe Cisco ISE TrustSec configurations
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