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AWS Security Governance at Scale (SGS)

ID SGS Price CHF 870.—excl. VAT) Duration 1 day

Who should attend

This course is intended for:
e Solutions architects

e Security DevOps engineers
e Security engineers

Prerequisites

Before attending this course, participants should have completed
the following:

Required:

e AWS Security Fundamentals course
e AWS Security Essentials (SEC-ESS) course

Optional:

e AWS Cloud Management Assessment

¢ Introduction to AWS Control Tower course
e Automated Landing Zone course

e Introduction to AWS Service Catalog course

Course Objectives

In this course, you will learn to:

e Establish a landing zone with AWS Control Tower

e Configure AWS Organizations to create a multi-account
environment

¢ Implement identity management using AWS Single Sign-
On users and groups

¢ Federate access using AWS SSO

¢ Enforce policies using prepackaged guardrails

¢ Centralize logging using AWS CloudTrail and AWS Config

¢ Enable cross-account security audits using AWS Ildentity
and Access Management (IAM)

¢ Define workflows for provisioning accounts using AWS
Service Catalog and AWS Security Hub
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Fast Lane Institute for Knowledge Transfer (Switzerland) AG

Husacherstrasse 3
CH-8304 Wallisellen
Tel. +41 44 832 50 80

info@flane.ch, https:/lwww.flane.ch
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