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Zielgruppe

System Administrators, System Architects, and System Integrators

Voraussetzungen

To be successful in this course, you should have the following
prerequisites or knowledge:

e Network communication
e Understanding of Directory Services, including LDAP
¢ Identity Management solutions

Kursziele

On completion of this course, participants should be able to:

¢ Understand how to install the Identity Manager Application
o Utilize the Self-Service Password Reset Application

¢ |dentify the Roles Structures

¢ Create Reports and Branding of Reports

e Customize the IDM Role Member.

Kursinhalt

Module 1: Introduction to Identity Manager Applications
Installation

e Understand the components that make up the Identity
Applications

¢ Understand the basic differences between the Windows
and Linux installers

¢ Understand the installation order

¢ Introduce the Bundled Installer

¢ Additional Considerations

Module 2: Installing Identity Manager Applications

¢ For the purpose of this course, consideration for separate
installations of some Identity Applications and the
Reporting Service.

¢ Specific demonstration of the installation of the Identity

Applications

¢ Specific demonstration of the configuration of the Identity

Applications

¢ Specific demonstration of the installation of the Reporting

Service

¢ Specific demonstration of the configuration of the Reporting

Service

Module 3: Identity Manager Self-Service Password Reset
Application

Plan the installation of One Single Sign-on Provider (OSP)
and Self-Serve Password Reset (SSPR) service

Install OSP and SSPR

Access the SSPR Portal

Configure SSPR and SSPR features

Explore the HelpDesk Module, People Search, modifying
the security questions, etc.

Module 4: Introduction to the User Application

Understand the User Application Architecture
Introduce the User Application Security model
Navigate the User Application (Dashboard) interface
Customize and further configure the User Application
Introduction into the concept of Teams

Introduction into Delegation and Proxy access

Module 5: Introduce the Identity Manager Home Page

¢ Demonstrate how administrators and users can customize

the Home page (The Dashboard) tab.

e Enable Email Approvals

Module 6: Creating a Role Structure

Understand the concepts of entitlements, resources, roles,
and teams

Understand the security model of the User Application
Implement entitlements

Implement the Resource Model

Understand and implement the Controlled Permission
Reconciliation Service (CPRS)

Understand what roles are and how to implement them
Explore the Role Management tools
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¢ Associate Users and Resources to Roles
e Understand the Separation of Duties (SOD)
¢ Implement a Domain Security Model

Module 7: Introduction to the Reporting Service

e Access the Reporting Server interface

e Understand the various elements of the interface

e Import new report definitions and customize them

¢ Schedule and manage reports

e Introduce some third-party tools and how they can aid in
generating fully custom reports.
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