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Zielgruppe

The course is designed for DevOps, SecOps, NetOps, and
application developers who have foundational knowledge of F5
Distributed Cloud services.

Voraussetzungen

Administering Applications in F5 Distributed Cloud Services

Kursziele

By the end of this course, you will be able to:  

Deploy and manage F5XC WAAP to mitigate the OWASP
Top 10 - via WAF Policy and via Service Policy
Deploy F5XC WAAP to mitigate bot traffic
Deploy F5XC WAAP to mitigate DDoS attacks at layers 3,
4, and 7
Use F5XC WAAP to automatically discover and secure
APIs

Kursinhalt

Module 1: Introduction to Distributed Cloud WAAP and
WAF Deployment
Module 2: Setting the Stage: Analyzing Web Applications
and HTTP
Module 3: Exploiting Web Application Vulnerabilities
Module 4: Mitigating Threats with Web Application Firewall
Policies
Module 5: Manage Security Events with Exclusion Rules
Module 6: Mitigating Threats with Service Policies
Module 7: Bot Defense
Module 8: Mitigate Threats using Machine Learning and
Artificial Intelligence
Module 9: Protecting Your Public APIs
Module 10: API Automation using Postman
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